
January 30th, 2011  

To the C-32 Committee Members:  

 

I write to express my deep concerns regarding some of the content of bill 

C-32, the Copyright amendment bill. Let me frame my response by noting 

that I am a recent graduate of a Master's program, and my current 

employment has me producing protected computer program code on a daily 

basis. During my graduate studies, I produced multiple works protected by 

copyright. I am well aware of the intended value of copyright laws, but 

can also see how their purpose has been distorted and extended  

beyond reasonable expectations. One of these unwelcome extensions, and 

the source of my primary concerns, deals with the anti-circumvention 

provisions of Technical Protection Measures (TPMs). After the major 

concerns about TPMs, my other comments are regarding the changes in the 

areas of Fair Dealing, Statutory Damages and Internet Service Provider 

(ISP) liability.  

 

Let me first address the anti-circumvention of TPMs: the bill sells 

Canadians a lie. While Canadian users are explicitly granted several new 

exceptions -- such as time shifting, format shifting, backups, etc -- 

these are all made conditional on the absence of TPMs. Where purchased 

content has been encumbered with a TPM, consumers are denied these new 

rights. If, in the course of exercising these new rights, a Canadian 

consumer must circumvent a TPM, then exercising the new rights becomes 

infringing. This is not acceptable. Whether a certain action taken by a 

Canadian consumer is infringing or not cannot and should not be based 

upon the decision of a publisher or copyright holder. Indeed, the entire 

purpose of Fair Dealing exceptions is to identify actions which are  

acceptable for Canadians to undertake, regardless of copyright holder 

approval. The anti-circumvention clauses countervail this standard, 

turning our Fair Dealing rights into optional add-ons at the whim of the 

publisher. Subsequently, one can reasonably expect to see nearly all 

applicable content wrapped in trivial TPMs, simply to remove  

those extra rights from consumers.  

 

To solve this discrepancy is actually a relatively simple definition 

change: adding the small phrase "for any infringing purpose" to the 

definition of Circumvention will essentially remove this flaw in the 

bill. That is, my legal ability to format shift content I've paid for is 

not subject to the arbitrary decision of a publisher to apply a TPM. If I 

break that digital lock in order to perform an otherwise legal activity, 

the breaking of the digital lock itself would and should not be 

considered infringing. Breaking a TPM for the purpose of unauthorized 

mass distribution would still be considered circumvention, and  

would be subject to legal remedies by the copyright holder. To not 

include such language is to mislead Canadians, who will surely see their 

rights eroded by the overzealous use of TPMs by content publishers.  

 

While some have argued that the anti-circumvention protections are needed 

for meeting WIPO standards, I am inclined to disagree. The relevant 

language of Article 11 of the WIPO Treaty states: "Contracting Parties 

shall provide adequate legal protection and effective legal remedies 

against the circumvention of effective technological measures  



that are used by authors in connection with the exercise of their rights 

under this Treaty or the Berne Convention and that restrict acts, in 

respect of their works, which are not authorized by the authors concerned 

or permitted by law." The proposed changes to the definition of 

"circumvention" still meet this standard. Firstly, as we provide explicit  

exemption to copyright protection for certain activities (time shifting, 

etc), authors have no rights to protect in these cases. Similarly, these 

are not unauthorized uses and are permitted by law, so we have no need to 

restrict the activity. Finally, where the activity is not permitted, the 

new definition does indeed provide adequate protection and effective  

legal remedies. Inflexible anti-circumvention provisions go beyond what 

is necessary for WIPO ratification, and constitute an unnecessary 

restriction of the intended rights of Canadians.  

 

To address directly the Fair Dealing exemptions, I believe we are at a 

point where an exhaustive list will soon find itself outdated. Since each 

case of potential Fair Dealing (parody, educational, critical review) is 

still subject to the six-point test to determine whether the individual 

use is in fact fair, is an enumerated list really necessary? I believe it 

is reasonable to foresee future uses which users and society in general 

will consider fair, that will not be encompassed by the proposed list. 

Bear in mind that this was the case when people recorded TV shows on 

their VCRs (what we now do with DVRs and call time-shifting), only 

shortly after the last time the Copyright Act was modified. I believe 

proper future-proofing of the newly modified bill should leave room to  

explore unknown future uses that will be considered fair. The current 

enumeration leaves no room for new considerations, short of another 

lengthy reform process.  

 

The new language surrounding Statutory Damages is an improvement, 

especially the step in making a distinction between commercial and 

personal infringement, and more appropriate treatment of each 

individually rather than lumped together. The trouble is  

that I could not find a clear definition of what is considered 

"commercial infringement." It is clear, to me, that a shop owner selling 

bootleg DVDs would be commercial infringement, but that a friends 

emailing each other mp3s of some new music would be non-commercial. But 

what about an amateur blogger who posts an mp3 on his website,  

and who happens to have some advertisements on the site? Those ads likely 

bring in only pennies per month with his small audience, but is that 

enough to consider it commercial? What if he uses a free hosting service 

that places ads on the website, but none of the ad revenue goes to the 

blogger (only to the hosting service)? These are the types of questions 

that we will soon encounter and that will lead to abusive extension of  

the "commercial" damages, unless we are careful to provide clear 

conditions for what shall be considered commercial. Leaving such an 

ambiguity in the language of the bill very much takes away from the good 

intentions of the separate treatment provided for in these changes.  

 

Finally, I'd like to applaud the decision to formalizing the use of a 

notice-and-notice system for infringement notification. I fully support 

this method, as it seeks to apply liability to the responsible party, who 

will also be the best suited to respond. Systems such as the infamous 

notice-and-takedown adopted in the American DMCA shift the liability to 



ISPs to take action, leading to overly broad restrictions on free 

expression. It is a similar ISP liability structure which primarily 

enabled what is commonly referred to as "The Great Firewall of China." 

Contrary to what many people believe, there is not actually a central 

"firewall" or filtering system employed in China. Rather, the government 

places massive liability on ISPs who allow "unauthorized" content through  

to Chinese users. In order to avoid the liability of mistakenly allowed 

content in the gray border cases, the ISPs have (reasonably) opted to go 

massively overboard, eliminating any content that could possibly be 

considered unlawful. The last ten years of the DMCA's takedown system has 

shown similar decisions made by American ISPs, who continue to remove any 

content accused of infringing, even if there is a very strong fair  

use or free speech case for it to stay available. We do not want any such 

system used in Canada, so I thank you for making the right decision here.  

 

I look forward to seeing revised language of the bill in the coming 

months, and I sincerely hope that some or all of these issues can be 

addressed.  

 

Thank you for taking the time to read my comments,  

 

 

Brendan Moore  

 

CC:  

Bryon Wilfert, MP for Richmond Hill  

Peter Milliken, Speaker of the House, MP for Kingston and the Islands  

Charlie Angus, MP for Timmins & James Bay  

 


